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Executive Summary
The integration of Internet of Things (IoT) technologies into work environments and business
operations is creating a new, “smart” normal that is often built on—and sometimes forcing—the
merger of information technology (IT) and operational technology (OT) systems. This integration,
due to incompatible technologies, protocols, processes and even cultures, can sometimes introduce
substantial risk into your environment.
The purpose of this Sirius/Forescout white paper is to educate senior leaders and engineering team
members on security threats that can result from the collision between OT and IT, and to provide
integration strategies that will help prevent security risks as you embrace the new, “smart” normal.
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Emerging technologies are changing the definition of normal operations
Faced with business and resource challenges unprecedented in our lifetimes, organizations are
investing in emerging technologies to help them optimize their resources and make their operations
more resilient—investments that could also offer a competitive or operational advantage after the
pandemic. These solutions often utilize new data sources that provide insights that can lead to
additional cost savings. But that means interfacing with physical access control systems, edge
gateways, storage systems, IP cameras and network management systems, all of which are
referenced as potential risk points in a recent report by Forescout as discussed later in this paper.

For example: Safer workspaces through smart, integrated technologies
As organizations strive to ensure a safe environment for employees and customers during the
pandemic, IoT technologies can provide insights that are critical to the health of employees and the
safety of their workspaces. These technologies are capable of evaluating persons entering the
building with elevated body temperatures, and can even trace where they have been and with
whom they may have come in contact during their workday. Features like machine vision provide
people-counting capabilities, and can also provide automated social distance monitoring, alerting
employees when they fail to maintain a pre-set threshold of physical separation. And they can do it
all without human intervention unless an alert is generated.

Effective back-to-work solutions require tight integration across a wide variety of technologies,
manufacturers, protocols, and business units.
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Challenges Caused by the Integration of IT and OT
As the need to share information across traditionally air-gapped boundaries of IT and OT increases,
the complexities of IT-OT integration create new challenges:
The need for increased collaboration: Because IT and OT are traditionally siloed, these two
environments must be configured to work more collaboratively—to move beyond simple connected
domains into a fully converged digital environment.
Complex, heterogeneous environments: The introduction of operational technologies creates
increasing complexity with more device types and interfaces. OT networks also introduce new
protocols (e.g., BACnet and LonWorks) that might not be compatible with traditional IT tools.
Managing these converged IT-OT environments requires process convergence as well as improved
tools for monitoring and automation. Though some organizations may struggle with it, integrating
previously siloed IT and OT departments is essential to managing newly converged technologies.
Issues that must be addressed include:
- Security: Since OT environments were closed, air-gapped systems until IT-OT integration, OT
department personnel tend to have limited knowledge and few concerns related to security. IT
should work with their OT counterparts to change the culture, improve security profiles across
the converged domain, and eliminate dangerous security gaps. The introduction of OT devices in
a converged ecosystem expands attack surfaces, creating the need to take further precautions to
protect enterprise systems.
- Training: Only recently have certifications like the Cisco Certified Network Associate Industrial
(CCNA Industrial) been offered to help staff understand how OT technology intersects with
networked technology. Organizations should focus on developing technical talent with a firm
understanding of the technologies and standards used in both OT and IT environments.
- Integration: Because existing OT technologies and current IT systems may not always be fully
compatible, organizations should build roadmaps to align the two and develop architectures that
support the fully converged digital environment.

Security Discoveries and Challenges as the OT World Meets the IT World
According to research by Forescout, this complexity of IT-OT integrations has led to organizations
implementing devices that can be considered “risky.” Forescout, a leader in Enterprise of Things
security platforms, recently produced a study identifying the riskiest devices by vertical market
segment. The methodology used to produce this report is as follows:
Defining risk: Risk is classically defined as the likelihood of an incident happening multiplied by the
impact of this incident. In cybersecurity, likelihood is usually measured in terms of vulnerabilities
and threats. In contrast, impact is measured in terms of the loss of confidentiality, integrity or
availability that usually leads to a negative financial impact.
Measuring risk: Risk is assessed both quantitatively and qualitatively. Good risk metrics should be
consistently measured, easy to gather and relevant for decision-makers. Unfortunately, risk
assessments are usually based on subjective estimations since obtaining exact values for every
possible event’s likelihood, and impact is rarely feasible [2]. The main challenges in measuring risk
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typically include identifying metrics or factors, establishing how to measure metrics, and defining
how to combine metrics and measurements in a reasonable risk-scoring formula.
For the study, Forescout defined a list of components that aggregate individual factors to create a
risk score model for IoT devices. The risk for a device is calculated as a function of six different
components: vulnerabilities, security events, services, connectivity, vendor and potential impact.

The Riskiest Devices
To determine the riskiest device functions, Forescout first calculated the individual risk score for
each device, then aggregated this score by taking the average risk per device function.
The risk that a device poses to an organization is measured by aggregating vulnerabilities, assessing
exploitability and remediation effort, matching confidence, counting open ports, estimating the
potential for outbound communications and data exfiltration, gauging business criticality, and
determining whether or not the device is managed. Note that the number of devices of a certain
type or from a particular vendor does not impact the risk score. This is because the objective of the
study was not to determine which popular devices are risky, but rather which devices are either
inherently risky or risky because of their connectivity.
The analyses adhere to the Forescout model classification, which assigns a single vendor/model per
device when searching for vulnerabilities in third-party sources. This is advantageous for devices
that have low fragmentation of their software and hardware supply chains, with both software and
hardware delivered by the same vendor (which includes most IoT devices and some networking
equipment). For other devices, it is difficult to reliably map the knowledge base on publicly reported
vulnerabilities to a specific hardware/software combination used by a vendor. Therefore, some
vulnerabilities may go unreported in the search, and the final risk score should be adjusted
accordingly.
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Riskiest devices by vertical market 2020
The graphic below shows the ten riskiest device types in each vertical, and highlights the types of
devices that security staff in each vertical should look at more carefully. As stated previously, several
of these technologies are often integrated with smart connected devices.

The types of devices that pose the greatest risk vary greatly depending on the industries where they’re
deployed.

Top 10 riskiest device functions of 2020
Aside from analyzing the risk levels of device groups as well as device-group distribution within
industry verticals, Forescout Research Labs also measured the risk associated with specific device
functions and types from this same dataset. To identify device risk, Forescout first computed the
individual risk score for each device, and then aggregated this score by taking the average risk per
device model. As in the previous study, devices that had a model classification considered not
granular enough (e.g., devices classified simply by device function) were then filtered out of the
results. Vendor names and model numbers have been anonymized.
The graphic below lists the ten riskiest device functions over the whole data sample. These device
functions are representative of the risky functions presented above, and provide examples of
concrete vulnerabilities of typical network configurations (e.g., open ports and connectivity). They
are by no means the only functions that should be monitored by security teams. Notice that all
those devices are typically unmanaged.
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Securing systems using smart devices includes increasing visibility by continuously monitoring, reducing
attack surfaces, deploying endpoint management, and integrating real-time risk management strategies.

The Issue: Back-To-Work Technologies Come With High-Risk Profiles
Technologies that organizations are deploying to bring people back to work safely can pose security
risks in multiple vertical markets. Some of the key back-to-work technologies being used include
physical access control integrations such as building automation systems, edge gateways to connect
thermal imaging devices, IP cameras, and network management of new “health safety” devices.

How to Keep Your Environment Safe and Secure
Forescout Research Labs analyzed more than eight-million devices deployed in the networks of
organizations across five industry verticals, making the first Enterprise of Things Security Report the
most comprehensive cybersecurity research endeavor of its kind to date. By leveraging the data in
the Forescout Device Cloud, Forescout Research Labs provided the global cybersecurity community
with detailed information about the types of devices present in enterprise networks, and the
potential risks they can introduce to an organization.
The number and diversity of connected devices in virtually every industry vertical have presented
new challenges for all organizations—and have indirectly made every business leader a
cybersecurity stakeholder. According to a recent report by the Ponemon Institute, respondents from
more than half of the organizations they surveyed are most worried about attacks involving OT and
IoT assets.1 At the same time, that report suggests that new approaches for measuring risk are
needed. Cyberrisk is an interdisciplinary problem, and there are many ways to reduce cyberrisk in an
organization.2 Getting and sharing threat intelligence (e.g., by joining an Information Sharing and
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Analysis Center) is one of them.3 Applying security controls can also help reduce cyberrisk, with the
advantage that security tools can automate technical controls. The Forescout platform is one such
tool that reduces risks and increases the overall resilience of networks across the extended
enterprise. By design, the platform:
1. Increases visibility by continuously discovering, classifying and assessing devices without
agents or active techniques that could compromise business operations.
2. Utilizes dynamic network segmentation across the extended enterprise, reducing the
attack surface and regulatory risk.
3. Enhances endpoint manageability with a single-pane-of-glass view of every networkconnected device and unified asset, enabling compliance and risk reporting across the
extended enterprise.
4. Automates and enforces policy-based control by enabling countermeasures to mitigate
threats, incidents and compliance gaps.
5. Highlights OT and IoT exposure by continuously and passively discovering, classifying and
monitoring network-connected OT and IoT devices, providing real-time risk management.

Summary
Even highly experienced professionals from the two worlds of operations and IT might not be able to
anticipate the challenges and risks associated with integrating the two. Organizations rushing to
implement new smart solutions often overlook broader implications to their overall security, risking
not only a reduced ROI, but potential exposure.
As a systems integrator with extensive experience integrating these powerful new technologies,
Sirius is here to help. If you have any questions about how back-to-work technologies can help your
organization return to work safely, or how Sirius can help secure the technologies you already have in
place, please don’t hesitate to reach out to your Sirius representative, contact us, or call 800-460-1237.
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